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DETAILED ACTION 
Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

2. Claims 1-2, 8-10, 15 and 17 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Lee et al. (US 5,828,468 A) hereinafter Lee. 

Claim 1 

Lee teaches a method for detecting a_spoofed network connection[[s]] 
comprising: 

receiving a connection from a client; 

delaying sending a greeting message for a delay period, the delay period being 
less than or equal to a maximum tolerable delay, the maximum tolerable delay being the 
longest delay that would be tolerated bv a valid client: 

monitoring the connection during the delay period; and 
if a command is received from the client before the greeting is sent, then 
identifying the connection as a poss i b le the spoofed connection ([Lee] Column 3 Lines 
13-57, "These and other objects of the invention may be accomplished by a 
method of providing a spoofing operation in a facsimile session over a digital 
data link. The method includes a step of receiving, at a first point of presence, a 



Application/Control Number: 10/742,329 Page 3 

Art Unit: 2146 

request to send a fax transmission over the digital data link. The request 
indicates a source fax machine that is making the request and indicating a 
destination fax machine that is to receive the fax transmission. The method also 
includes a step of determining, at the first point of presence, a maximum 
allowable reception time for receiving an acknowledgement of the request made 
by the source fax machine. The method further includes a step of relaying the 
request over the digital data link in a packetized format to a destination point of 
presence. The method also includes a step of monitoring, at the first point of 
presence, an elapsed time from when the request was received to determine if the 
maximum allowable reception time will be exceeded within a first amount of time. 
If the first amount of time is reached, the method includes a step of sending a 
signal corresponding to the acknowledgement of the request to the source fax 
machine irrespective of whether the destination fax machine is actually able to 
receive the fax transmission. The method also includes a step of determining, by 
the second point of presence, if the destination fax machine is able to accept the 
fax transmission. If the destination fax machine is determined to be able to accept 
the fax transmission, the method includes a step of receiving an acknowledgment 
signal sent by the destination fax machine at the second point of presence and 
relaying the acknowledgement signal sent by the destination fax machine to the 
first point of presence in the packetized form. If the signal corresponding to the 
acknowledgment of the request has already been sent to the source fax machine 
and if the acknowledgement signal relayed from the destination fax machine to 
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the first point of presence is received thereafter, the method includes a step of 
enabling start of the fax transmission. If no acknowledgement signal is received 
from the destination fax machine at the first point of presence within the 
maximum allowable 55 reception time, the method includes a step of disabling 
start of the fax transmission"). 

Claim 2 

Lee teaches the method of claim 1 further comprising: 

sending the greeting to the client upon completion of the delay period ([Lee] See 
art cited in claim 1). 

Claim 8 

Lee teaches a method for detecting a spoofed network connection[[s]] 

comprising: 

receiving a first command at a server from a client; 

delaying, for a delay period, a transmission of a reply associated with the first 
command, the delay period being less than or equal to a maximum tolerable delay, the 
maximum tolerable delay being the longest delav that would be tolerated bv a valid 
client: 

monitoring a connection between the server and the client during the delay 
period; and 
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if a second command is received at the server before the reply is transmitted, 
then identifying the connection as o poss i b l o the spoofed connection ([Lee] Column 3 
Lines 13-57, "These and other objects of the invention may be accomplished by a 
method of providing a spoofing operation in a facsimile session over a digital 
data link. The method Includes a step of receiving, at a first point of presence, a 
request to send a fax transmission over the digital data link. The request 
indicates a source fax machine that is making the request and indicating a 
destination fax machine that is to receive the fax transmission. The method also 
includes a step of determining, at the first point of presence, a maximum 
allowable reception time for receiving an acknowledgement of the request made 
by the source fax machine. The method further includes a step of relaying the 
request over the digital data link in a packetized format to a destination point of 
presence. The method also includes a step of monitoring, at the first point of 
presence, an elapsed time from when the request was received to determine if the 
maximum allowable reception time will be exceeded within a first amount of time. 
If the first amount of time is reached, the method includes a step of sending a 
signal corresponding to the acknowledgement of the request to the source fax 
machine irrespective of whether the destination fax machine is actually able to 
receive the fax transmission. The method also includes a step of determining, by 
the second point of presence, if the destination fax machine is able to accept the 
fax transmission. If the destination fax machine is determined to be able to accept 
the fax transmission, the method includes a step of receiving an acknowledgment 
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signal sent by the destination fax machine at the second point of presence and 
relaying the acknowledgement signal sent by the destination fax machine to the 
first point of presence in the packetized form. If the signal corresponding to the 
acknowledgment of the request has already been sent to the source fax machine 
and if the acknowledgement signal relayed from the destination fax machine to 
the first point of presence is received thereafter, the method includes a step of 
enabling start of the fax transmission. If no acknowledgement signal is received 
from the destination fax machine at the first point of presence within the 
maximum allowable 55 reception time, the method includes a step of disabling 
start of the fax transmission"). 

Claim 9 

Lee teaches the method of claim 8 further comprising: 
sending a greeting to the client when the connection is established with the 
server ([Lee] See art cited in claim 1). 

Claim 10 

Lee teaches the method of claim 8 further comprising: 

transmitting the reply upon completion of the delay period ([Lee] See art cited in 
claim 1). 



Claim 15 
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Lee teaches an apparatus for detecting a_spoofed connection[[s]] 
comprising: 

means for detecting when a connection is established between the apparatus 
and a client device; 

means for transmitting a greeting message or a reply or both to the client device; 

means for delaying the transmitting means so that the greeting message or the 
reply or both are not transmitted during a delay period, the delay period being less than 
or equal to a maximum tolerable delay, the maximum tolerable delay being the longest 
delay that would be tolerated by a valid client; and 

means for monitoring the connection to detect commands that are sent by the 
client device at least during the delay period ([Lee] Column 3 Lines 13-57, "These 
and other objects of the invention may be accomplished by a method of providing 
a spoofing operation in a facsimile session over a digital data link. The method 
includes a step of receiving, at a first point of presence, a request to send a fax 
transmission over the digital data link. The request indicates a source fax 
machine that is making the request and indicating a destination fax machine that 
is to receive the fax transmission. The method also includes a step of 
determining, at the first point of presence, a maximum allowable reception time 
for receiving an acknowledgement of the request made by the source fax 
machine. The method further includes a step of relaying the request over the 
digital data link in a packetized format to a destination point of presence. The 
method also includes a step of monitoring, at the first point of presence, an 
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elapsed time from when the request was received to determine if the maximum 
allowable reception time will be exceeded within a first amount of time. If the first 
amount of time is reached, the method includes a step of sending a signal 
corresponding to the acknowledgement of the request to the source fax machine 
irrespective of whether the destination fax machine is actually able to receive the 
fax transmission. The method also includes a step of determining, by the second 
point of presence, if the destination fax machine is able to accept the fax 
transmission. If the destination fax machine is determined to be able to accept 
the fax transmission, the method includes a step of receiving an acknowledgment 
signal sent by the destination fax machine at the second point of presence and 
relaying the acknowledgement signal sent by the destination fax machine to the 
first point of presence in the packetized form. If the signal corresponding to the 
acknowledgment of the request has already been sent to the source fax machine 
and if the acknowledgement signal relayed from the destination fax machine to 
the first point of presence is received thereafter, the method includes a step of 
enabling start of the fax transmission. If no acknowledgement signal is received 
from the destination fax machine at the first point of presence within the 
maximum allowable 55 reception time, the method includes a step of disabling 
start of the fax transmission"). 



Claim 17 
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Lee teaches the apparatus of claim 15 wherein the detecting means, the 
transmitting means, the delaying means, and the monitoring means comprise one or 
more processor-based devices running software algorithms to provide the detecting, 
transmitting, delaying and monitoring functions ([Lee] See Figure 7). 



Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claims 3-7, 11-14, 16, and 18-19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lee et al. (US 5,828,468 A) hereinafter Lee, in view of Aronson et al. 
(6,654,787 B1 ) hereinafter Aronson. 

Claim 3 

Lee does not specifically disclose the method of claim 1 further comprising: 
processing any electronic mail associated with [[a]] the spoofed connection. 
Aronson discloses a method for a mail server using Simple Mail Transfer 
Protocol (SMTP) on a network with User Agents (or MUAs) such that spam or unwanted 
mail can be filtered and stored in its own spam storage area ([Aronson] Col. 3, Lines 
21-40, Col. 5, Lines 2-20) and ([Aronson] Abstract: mail server filters e-mail 
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messages, therefore processes any e-mail, regardless of what type of connection 
it is). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mall systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 4 

Lee does not specifically disclose the method of claim 3 wherein ele ctron i c ma il 
QGGOc i atod w i th a spoofod connect i on a spoofed-connection electronic-mail message is 
processed using a process selected from the group consisting of: 

deleting a opoofod connect i on e l ectron i c t he spoofed-connection electronic -mail 
message; 

marking q opoofod connect i on o l octron i c the spoofed-connection electronic -mail 
message; and 
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storing a spoof e d conn e ct i on ele ctron i c t lie spoofed-connection electronic -mail 
message in an spec i a l electronic directory. 

Aronson discloses a method for a mail server using Simple Mail Transfer 
Protocol (SMTP) on a network with User Agents (or MUAs) such that spam or unwanted 
mail can be filtered and stored in its own spam storage area ([Aronson] Col. 3, Lines 
21-40, Col. 5, Lines 2-20) and ([Aronson] Col. 4, Lines 13-16; deletes marked 
messages, which obviously can be of spammer source. Col. 5, Lines 2-8; marked 
messages stored as spam, which would be of spoofed- connection source. Col. 5, 
Lines 2-8; stored in its own spam storage area 230. Col. 9, Lines 1-6; proxy form 
has its spam storage area too). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 5 
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Lee does not specifically disclose the method of claim 1 wherein the connection 
is a Transmission Control Protocol (TCP) connection 

Aronson discloses in Col. 3, Lines 35-40; connections are TCP. 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill In the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 6 

Lee does not specifically disclose the method of claim 1 wherein the client is a 
Mail Transfer Agent (MTA) or Mall User Agent (MUA). 

Aronson discloses In Col. 3, Lines 35-40; since SMTP is used, clients are 
inherently MTAs or MUAs. Col. 3, Lines 21-30; user agent clients). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
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implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 7 

Lee does not specifically disclose the method of claim 1 wherein the received 
command is a Simple Mail Transfer Protocol (SMTP) command. 
Aronson discloses in Col. 3, Lines 39^0; SMTP. 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 
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Claim 11 

Lee does not specifically disclose the method of claim 8 further comprising: 
processing any electronic mail associated with the spoofed connection. 
Aronson discloses a method for a mail server using Simple Mail Transfer 
Protocol (SMTP) on a network with User Agents (or MUAs) such that spam or unwanted 
mail can be filtered and stored in its own spam storage area ([Aronson] Col. 3, Lines 
21^0, Col. 5, Lines 2-20) and ([Aronson] Abstract: mail server filters e-mail 
messages, therefore processes any e-mail, regardless of what type of connection 
it is). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 12 
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Lee does not specifically disclose the method of claim 8 wherein the connection 
is a Transmission Control Protocol (TCP) connection. 

Aronson discloses in Col. 3, Lines 35-40; connections are TCP. 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill In the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 13 

Lee does not specifically disclose the method of claim 8 wherein the client is a 
Mail Transfer Agent (MTA) or Mall User Agent (MUA). 

Aronson discloses In Col. 3, Lines 35-40; since SMTP is used, clients are 
inherently MTAs or MUAs. Col. 3, Lines 21-30; user agent clients). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
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implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 14 

Lee does not specifically disclose the method of claim 8 wherein the received 
command is a Simple Mail Transfer Protocol (SMTP) command. 
Aronson discloses in Col. 3, Lines 39^0; SMTP. 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 
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Claim 16 

Lee does not specifically disclose the apparatus of claim 15 wherein the client 
device is a Mail Transfer Agent (MTA) or Mail User Agent (MUA). 

Aronson discloses in Col. 3, Lines 35-40; since SMTP is used, clients are 
inherently MTAs or MUAs. Col. 3, Lines 21-30; user agent clients). 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
Implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mall 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 

Claim 18 

Lee does not specifically disclose the apparatus of claim 15 wherein the 
connection is a Transmission Control Protocol (TCP) connection. 

Aronson discloses in Col. 3, Lines 35-40; connections are TCP. 
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It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
transmission. Such a method would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 



Claim 19 

Lee does not specifically disclose the apparatus of claim 15 wherein the 
commands are Simple Mail Transfer Protocol (SMTP) commands. 

Aronson discloses in Col. 3, Lines 39-40; SMTP. 

It would have been obvious for one of ordinary skill in the art at the time the 
invention was made to combine Lee's spoofing method with the email filtering system 
taught by Aronson, as Aronson's email filtering system is a well-known method already 
implemented on mail systems at the time of invention and was designed specifically to 
complement other spam methods as taught above. Lee's embodiment is taught with 
respect to a fax system; however it would be obvious to one of ordinary skill in the art at 
the time of invention to apply this technique to other well known means of data 
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transmission. Sucli a metliod would also reduce the processing overhead of the mail 
systems by removing the need to process e-mails unwanted by a user without the use 
of any additional network resources as well. 

Response to Arguments 

4. Applicant's arguments with respect to claims 1 -1 9 have been considered but are 
moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to FARHAD ALI whose telephone number is (571)270- 
1920. The examiner can normally be reached on Monday thru Friday, 7:30am to 
5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Jeffrey C. Pwu can be reached on (571 ) 272-6798. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Farhad All/ 
Examiner, Art Unit 2146 

/Jeffrey Pwu/ 

Supervisory Patent Examiner, Art Unit 2146 



